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EXECUTIVE SUMMARY

The South African Assets-In-Transit (AIT) 
industry has grown significantly, reflecting global 
patterns. This growth has occurred parallel to 
the country’s burgeoning economy and high 
crime rates. The industry’s evolution indicates 
that risks associated with the flow of valuable 
assets and their transportation necessitated 
adjustments. Corporations and various business 
entities make use of AIT security providers 
for the transportation of precious stones and 
metals, cash, electronic goods etc. AIT security 
providers are contracted directly and there is no 
interface with the South African Police Service 
(SAPS) for the transportation of high value 
goods and the consequent high level of security 
required to move them. 

The AIT as a sector has evolved and integrates 
the highest quality operational standards for the 
handful of private security companies (PSCs) 
that can afford the costs associated with the 
provision of this service. Conversely, there 
do exist PSCs that do not adhere to this high 

quality, high cost environment, rather they 
operate within this high risk sector using an 
inordinate level of discretion in their operations. 
Ideally, the assets being moved determine the 
levels of anticipated risk, which are segmented 
and linked to the levels of security employed. 
This stance has been articulated by members 
of the industry who have developed their own 
standards to meet challenges experienced in 
service provision. 

The concerns of the AIT industry are too wide 
in scope to be effectively addressed under the 
Private Security Industry Regulatory Authority 
(PSiRA) sphere of influence, the point of 
reference in relation to how assets-in-transit 
are regulated. This report identifies that the 
industry needs implementable changes that 
are supported by multi-sector commitment and 
robust engagement.
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ARMOURED SECURITY

1 Introduction
 The Private Security Industry Regulatory 

Authority (PSiRA) is the regulating authority 
for the private security industry in South 
Africa. Its main purpose is to regulate the 
private security industry and to exercise 
effective control over the practice of security 
service providers on behalf of the industry, 
the nation and the public.1 

 PSiRA is mandated to promote an industry 
that is characterised by professionalism, 
transparency, accountability, equity and 
accessibility. This mandate also covers the 
assets-in-transit (AIT) industry. Reflecting 
global patterns, the AIT industry in South 
Africa has experienced significant growth 
and evolution. Understanding the role 
played by different role players in the 
assets-in-transit industry for the purpose of 
enhancing regulatory control of this sector 
in the private security industry is the main 
focus of this report.

 The Private Security Industry Regulatory Act 
56 of 2001 defines security services to mean, 
among others; protecting or safeguarding a 
person or property in any manner; giving 
advice on the protection or safeguarding 
of a person or property … or on the use of 
security equipment and providing a reactive 
or response service in connection with the 
safeguarding of a person or property in any 
manner.2 

 The Merriam-Webster dictionary defines an 
asset as ‘an item of value owned’,3 this can 
bedevil the term and lead to misinterpretation 
if defined too broadly. ‘Asset/s’ in this 
report refer to goods that are considered 
to be of high value to such an extent that 
their movement requires armed escort and 
the use of advanced security measures to 
ensure safe transportation. In the context 
of the AIT industry, this includes, but is not 
limited to, cash, products from the mining 
industry, fuel and electronic equipment 
etc. The aim of this research report is to 
gain better insights into this lucrative yet 
vulnerable industry. The research findings 
are intended to support the policy processes 
within PSiRA which are intended to lead to 
an enhanced regulatory strategy for the AIT 
industry in South Africa. 

1 Private Security Industry Regulation Act 56 of 2001. Available at: http://www.psira.co.za/psira/dmdocuments/Code%20of%20Conduct/2014_psira_act.pdf 
(accessed 04 September 2017).

2 Ibid.
3 Merriam Webster Website. Available at: https://www.merriam-webster.com/dictionary/asset (accessed 19 September 2017). 
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2  Research hypothesis, question 
and methodology

 The hypothesis for this research is that as 
part of the private security industry, the 
AIT industry is effectively regulated and 
controlled according to the PSiR Act. PSiRA 
thus plays a critical role in the provision 
of AIT security services. Flowing from 
this hypothesis, the main question for the 
research project is: how can PSiRA be more 
effective in regulating and controlling the 
AIT industry considering the vast growth 
and prominence of this sector in South 
African society?

 The research methodology comprised of 
both desktop and field research and also 
employed qualitative research methods to 
make inferences. One-on-one interviews 
were conducted with relevant operators 
engaged in the AIT trade. Attempts to 
conduct a literature review were made but 
there is meagre information on the trends 
and characteristics of AIT in the private 
security industry in South Africa. The only 
information on AIT is largely found in media 
reports concerning the various cash-in-
transit (CIT) heists that are commonplace in 
South Africa. This presents a key limitation 
to the study.

 A workshop was held on 9 of November 
2017 to validate the findings of this report 
and to develop a policy that would ultimately 
inform regulations. 

3  Background
 The combined GDP of eight developing 

countries – Argentina, Brazil, China, India, 
Indonesia, Mexico, South Africa and Turkey 
– equals the GDP of the United States.4 
This implies that countries such as Brazil, 
South Africa, India and China have become 
major drivers of the global economy and 

thus forces for change in the developing 
world.5 South Africa is seen as a reliable 
trade partner and an attractive investment 
destination.6 As a result of this, the flow of 
valuable assets and their transportation is a 
lucrative and at times dangerous aspect of 
contemporary society. 

 It is important to note that South Africa 
remains a dual economy with one of the 
highest inequality rates in the world. This 
perpetuates exclusion of some members of 
the population from the formal economy.7 
With an income Gini coefficient (which 
measures relative wealth) ranging from 
0.66 to 0.70, the top decile of the population 
accounts for 58% of the country’s income, 
while the bottom decile accounts for 
0.5% and the bottom half less than 8%.8 
This makes South Africa one of the most 
exceptionally unequal countries in the world. 

 The AIT industry is unique in a number 
of ways. The South African Police Service 
(SAPS) has no responsibility nor capacity 
to perform AIT security and thus it is the 
sole responsibility of the private security 
industry. The economy of the country is 
heavily dependent on the transportation of 
valuable assets, cash in particular. There 
is therefore an intrinsic reliance on AIT 
security service providers. Despite playing 
a significant role in the economy of South 
Africa, little is known about the AIT sector, 
save for the CIT heists which are pervasive 
in the country. In this report AIT is used to 
refer to high value assets that include, but 
are not limited to cash. In specific instances 
where cash is being referenced, the term 
cash-in-transit (CIT) is used. The PSiRA 
Annual Report for the financial year 2016/17 
recorded an increase in registered CIT 
businesses of 2717, up from the previous 
financial year of 2474.

4 Brand South Africa website. Available at: https://www.brandsouthafrica.com/south-africa-fast-facts/news-facts/south-africa-s-
competitive-advantage-in-the-developing-world (accessed 09/03/2017).

5 Ibid.
6 It is important to note that ‘investor confidence in South Africa is down to its lowest level in more than 30 years. South Africa’s 

economy is the most developed economy in Africa. The country is affected by political uncertainty, unemployment at a record high of 
27.7% and official statistics revealed last month that more than half of the 56.5 million population live in poverty. The country lost its 
investment grade credit rating when the world’s two major ratings agencies, Fitch and Standard & Poor’s, downgraded its sovereign 
debt to junk status in 2017. Fin24, September 06 2017, ‘SA business confidence hits 32-year low.’ Available at: https://www.fin24.com/
Economy/sa-business-confidence-hits-32-year-low-20170906 [accessed 18 December 2017].

7 The World Bank website. Available at: https://www.brandsouthafrica.com/south-africa-fast-facts/news-facts/south-africa-s-
competitive-advantage-in-the-developing-world (accessed 09/03/2017).

8 Ibid. 
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9 Fin24 Website. Available at: http://www.fin24.com/Economy/Cash-in-transit-workers-strike-pay-deal-20121001 
(accessed 20 September 2017).

10 Ibid.
11 Anonymous respondents 8 May 2017.
12 Ibid. 

 In South Africa, the AIT industry is dominated 
by three main service providers who for 
the most part, control the market in terms 
of the movement of high value assets and 
cash. The three main AIT providers are SBV 
Services, G4S Cash Solutions and Fidelity 
Cash Solutions. What implications this has 
on transformation in the industry requires 
further examination and an appreciation of 
the dynamics that underpin this industry. 
Factors that impact the empowerment of 
AIT officers have been brought to the fore in 
the past and demonstrate that the industry 
is active at the critical juncture between 
business and security. For example, in 2012 
violent protests by AIT drivers brought 
the industry to a standstill. The industry’s 
wages are determined by the Road Freight 
Employers’ Association (RFEA) Bargaining 
Council and not Sectoral Determination 
6 like the rest of the private security 
industry.9 The drivers, who fall under the 
Motor Transport Workers’ Union (MTWU), 
were protesting against their basic salary of 
R8 000 per month.10 

4  Assets-in-transit officer
 PSiRA’s draft Training Regulations of 24 June 

2016 describe an ‘assets-in-transit officer’ 
as a security service provider who protects 
or safeguards cash or other valuables when 
transported from one point to another, and 
includes protecting and escorting assets 
during collection, in-transit and delivery 
operations. The Safety and Security Sector 
Education and Training Authority (SASSETA) 
has developed an Asset Protection Officer 
skills programme that is intended to replace 
the PSiRA ‘Assets-in-transit’ five-day 
course. 

 The new PSiRA training seeks to produce a 
more professional assets-in-transit officer 
and assets-in transit driver. The proposed 
training seeks to ensure competency to 
protect assets in transit and as such: 

 demonstrate knowledge of the Firearms 
Control Act 2000 (Act no. 60 of 2000); 
handle and use a handgun; handle and use 
a handgun for business purposes; apply 
tactical knowledge in the use of a firearm; 
demonstrate tactical proficiency with a 
handgun; and/or (depending on firearm) 
handle and use a shotgun; handle and use a 
shotgun for business purposes; demonstrate 
tactical proficiency with a shotgun; apply 
tactical knowledge in the use of a firearm; 
and/or (depending on firearm) handle and 
use a self-loading rifle or carbine; handle 
and use a self-loading rifle or carbine for 
business purposes; demonstrate tactical 
proficiency with a self-loading rifle or 
carbine; apply tactical knowledge in the use 
of a firearm... 

 Assets in transit driver [must be able to]: 
conduct assets in transit vehicle operations; 
inspect, drive and maintain an official vehicle; 
and/or (depending on firearm) handle and 
use a shotgun; handle and use a shotgun 
for business purposes; demonstrate tactical 
proficiency with a shotgun; apply tactical 
knowledge in the use of a firearm; handle 
and use a self-loading rifle or carbine; 
handle and use a self-loading rifle or carbine 
for business purposes; demonstrate tactical 
proficiency with a self-loading rifle or 
carbine; apply tactical knowledge in the use 
of a firearm.

5  Training for assets-in-transit 
security services

 Training requirements are a PSiRA CIT 
course and a competency certificate for 
firearms. The PSC then typically provides 
top-up training for the officer in specialised 
skills that can differ, and additional skills 
for firearms are also included.11 A PSC 
disregards the security officer’s training 
history and delivers specialised additional 
training to bring the officer up to the 
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accepted business standard.12 

 There was consensus by the respondents 
that the current PSiRA training standards 
were not sufficient. PSiRA CIT training does 
not amount to much as the PSCs still have 
to receive further train the AIT officers 
because it is too easy to get certified 
by PSiRA at a lower standard.13 One PSC 
regards, as priority, training which ought to 
be more closely monitored by the regulator 
whose responsibility should be to enhance 
and enforce training standards.14 

 Firearm compliance and a competency 
certificate, refresher training Regulation 21 
(an annual firearms refresher course) is a 
key aspect of training for the industry. An 
annual requirement for a refresher course 
was considered sufficient and anything more 
would compromise operations.15 The CIT 
training programme currently on the market 
was developed a while back and is very 
vague and simply a book exercise.16 PSCs 
have to train AIT officers on the equipment 
they are issued with, for example cross-
pavement carriers, and officers are certified 
on how to use the devices.17 The training is 
different for all AIT officers dependent on 
the various operating platforms.18 

 SASSETA training is very basic but their 
requirements are still included as a 
minimum.19 SASSETA driver training is 
theoretical and should rather be more 
practical as it is not something one 
could learn in a classroom.20 This was 
stressed due to the nature of the security 
environment where functional training 
should be prioritised.21 Manager’s from the 
PSC, acknowledged as the leader in AIT 
in the country, stated that they adhere to 
international standards and were affiliated 
with ProSegure from Spain, the CSIR, and 

were insured by Lloyds of London.22 

 There is a major gap as far as training 
standards are concerned, for example there 
is no clear training technique that can be 
applied in the hijacking of trucks that end up 
riddled with bullets.23 The assumption was 
that G4S and others just throw technology 
at the problem but this comes at a high 
premium.24 It was suggested that on-the-
job training should focus on observation and 
how syndicates operated.25 There are many 
people with skills and experience who are 
being killed on the job, and the emphasis 
should rather be on teaching how to deter 
risks.26 This should be complemented with 
training on what contingency measures 
should be taken after the fact.27 

 It was noted that major PSCs had set their 
own standards that may be high, and as 
a result it is impossible to scrutinise how 
compliant they are to their own standards, 
since standards should not be seen in 
isolation but rather as holistic.28 Smaller 
companies do exist but seldom adhere to 
safety standards and generally use soft 
skinned vehicles for their clients, which 
endanger their staff.29 It was questioned 
how meaningful the standards set by the 
regulator were in the context of this reality.30 

 Information from the PSiRA internal 
workshop indicated that to secure a tender 
to provide services for government, CIT 
companies are required to sub-contract 
Micro and Small Enterprises (MSEs). 
Although this is possible in the guarding 
sector, it is less so in the CIT environment. 
This is the reason that the big three AIT 
companies sub-contracted to each other. 
Smaller companies should be required to 
scale up their operations and those that did 
not have the appropriate equipment should 
be disallowed from providing the service.31 

13 Anonymous respondent 28 June 2017.
14 Ibid 8 May 2017.
15 Ibid 26 July 2017.
16 Ibid.
17 Ibid.
18 Ibid.
19 Ibid 8 May 2017.
20 Ibid.
21 Ibid.
22 Ibid.

23 DuVenage. A, 10 May 2017.
24 Ibid.
25 Ibid.
26 Ibid.
27 Ibid.
28 Twiname. K, 25 May 2017.
29 Ibid.
30 Ibid.
31 Workshop participants 09 November 2017. 
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 The remark was made that regulation of 
AIT should uplift rather than penalise the 
sector.32 From the perspective of crime and 
its prevalence, injuries and losses were the 
biggest concern and the point was made 
that if a PSC was fined for not having a 
locking door, this did not help in preventing 
crime.33 It was stated that fatalities were on 
the increase and the loss of life was very 
concerning.34 Tragically, from 2014 to June 
2017, SABRIC recorded 27 fatalities and 69 
injuries due to CIT robberies.35 

 With regards to training, it was pointed out 
that the AIT sector is not regulated, despite 
acknowledging that indeed, in terms of PSCs 
and their security officer’s being registered, 
it could be considered as regulated.36 
However, it was stated that because the AIT 
business is so unique,regulatory standards 
called for far more advanced skills than 
those required by PSiRA.37 This was 
attributed to the fact that AIT officers are 
responsible for the movement of cash and 
other high value goods and thus are in need 
of more advanced tactical training.38 It was 
suggested that because they are exposed 
to a higher level of risk they should undergo 
separate and specialised training.39 

 Workshop participants cautioned against 
setting a minimum standard for the 
AIT industry due to changing attack 
methodologies, precipitating changes in 
the skills and techniques used as counter 
measures. However, minimum standards 
should exist in order to enable smaller 
companies to scale up their operations 
and ensure a unified standard of service. 
Training for AIT and securing cargo is 
different to the training requirements for 
CIT,40 this should be distinguished in future 
training standards. 

6  Clarion call from the CIT 
industry in South Africa

 There is a value chain that determines where 
the South African Reserve Bank (SARB) 
exercises authority and where it does not. 
Internal processes of the SARBs wholesale 
movement of cash have influenced the CIT 
industry.41 The monies are transported to 
cash centres then to commercial banks.42 
The SARB has an agreement with the 
specific bank and not the CIT provider. The 
bank at their own discretion decides which 
CIT provider to contract.43 

 One of the big three AIT providers is 
considered the leader in this sector as they 
are always prepared to move wholesale 
transactions from cash centres to SARB 
branches in bulk volumes.44 CIT entails the 
movement of cash from various clients, 
namely field sales clients such as retail 
stores like Checkers and Woolworths, and 
national clients such as the national banks.45 
The cash is then transported to be processed 
on the client’s behalf or it is dropped off at 
the clients preferred point, in most cases 
the bank.46 CIT entails different elements 
i) retail cash collections and delivery such 
as from retail stores and then to their bank, 
ii) ATM loading and de-cashing of ATMs, 
iii) bulk movements from point A to B for 
banks and other internal processes which 
are varied and depend on the client.47 

 The industry is at the point where it needs 
attention as CIT providers work with 
financial institutions and all major banks.48 
The view was held that the SARB should be 
engaged in regulation and must prescribe 
standards and grades as set by PSiRA.49 It 
is important to note that this remark was 
recorded from a respondent who chose to 
remain anonymous. This is not an official 

32 Twiname. K, 25 May 2017.
33 Ibid.
34 Ibid.
35 SABRIC Website: Available at: https://www.sabric.co.za/media-and-news/

posts/don-t-fall-victim-to-cash-robberies/ (accessed 17 October 2017).
36 Twiname. K, 25 May 2017.
37 Ibid.
38 Ibid.
39 Ibid.
40 Workshop participant 09 November 2017.

41 Anonymous respondents 30 August 2017.
42 Ibid.
43 Ibid.
44 Ibid.
45 Ibid, 28 June 2017.
46 Ibid
47 Ibid, 26 July.
48 Ibid 28 June 2017.
49 Ibid. 
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view of the SARB whose mandate does 
not contain any component of regulating 
standards for the private security industry 
and the wholesale movement of cash. 

 It is important to look at international 
practice, as in some countries the central 
bank plays a role and in others it does 
not.50 In Australia for example, demands 
of occupational health and safety are the 
predominant factor in defining standards.51 
In Europe, despite harmonisation of laws, in 
one country CIT personnel were mandated 
to carry firearms but once they crossed into 
another country this was not allowed.52 

 Seemingly, there is no one regulating the 
sector in terms of what amounts of cash are 
being transported, and if vaults and vehicles 
used are up to standard.53 The point was 
made that the latter is determined mainly 
by what the insurer required, hence the 
need for the involvement of the insurance 
industry for discussions on this issue.54 
Insurance companies decide whether to 
insure a business after certain criteria have 
been met. In relation to AIT, these criteria 
should be informed by standards agreed 
upon by PSiRA and the AIT industry.

 One PSC has its parent company based in 
the UK and that was where standards were 
set.55 The industry has to work together to 
combat crime, and even though PSCs were 
all in the business to make money for their 
shareholders, there should still be support 
for each other in order to hunt down the 
perpetrators of crime.56 CIT heists are 
a daily occurrence; the industry is at war 
with the criminals and there is not enough 
support for the industry.57 

 For example, one reason that there are fewer 
officers used during CIT operations is due to 
the cost. PSiRA should be the one to dictate 
standards regarding how many officers 
should be used for the transportation of 

assets.58 The number of officers depend on 
the contract, for example, an ATM contract 
demands a three man team – the driver, 
CIT officer and a third man.59 Standards are 
also needed for escorting vehicles where 
the number of security officers should also 
increase.60 The risk of moving R50 million by 
road was very high and the assumption was 
that it was easier to move it by air. However, 
the problem is that criminals are waiting at 
the port of delivery.61 

 In 2006, there was a report entitled the 
‘CRIM Project’ that analysed the standards 
relating to the quality of vehicles, training 
and cash facilities, the retail sector and 
transportation requirements.62 This was in 
the context of 7 000 CIT vehicles used per 
day by one CIT provider in the country.63 
The Cash Risk Management Initiative (CRIM) 
Project had useful lessons for the future 
of the CIT industry.64 The initiative was 
driven by the South African Banking Risk 
Information Centre (SABRIC) and the SARB 
to address risk from the retail perspective. 

 SABRIC is a not-for-profit organisation 
established by the major banks to support 
their efforts in tackling organised bank 
related crime.65 The CRIM Project developed 
standards and disciplines to mitigate risks 
and enhance agreements.66 Initially there 
was engagement with the Ministry of Police 
but SAPS lost the appetite to drive the 
Initiative as legislation, because at the time 
there was a preoccupation with the Firearms 
Control Act and its implementation.67 
The Initiative established that standards 
developed would be voluntary.68 

 There was consensus from workshop 
participants that the CRIM document was 
packaged in such a way that it could readily 
be transformed to represent the official 
standards in the industry. This was in terms 
of the vehicles and equipment used, training 
and the number of officers to be deployed. 

50 Anonymous respondents 30 August 2017.
51 Ibid.
52 Ibid.
53 Ibid, 28 June 2017.
54 Comment from Workshop participant 09 November 2017.
55 Ibid, anonymous respondents 26 June 2017.
56 Ibid.
57 Ibid.
58 Twiname. K, 25 May 2017.
59 Anonymous respondents 26 July 2017.

60 Twiname. K, 25 May 2017.
61 Ibid.
62 Ibid.
63 Ibid.
64 Anonymous respondents 30 August 2017.
65 Twiname. K, 25 May 2017.
66 Ibid.
67 Ibid.
68 Ibid. 
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Some of the CIT providers insistence on 
higher standards would limit smaller PSCs, 
the former were content with this as it 
would serve to enhance their businesses.69 
The commercial banks were less in favour 
of the higher standards as it would drive 
up the costs and increase compliance 
requirements.70 Concurrently with the 
CIRM deliberations, the CIT environment 
saw an improvement. After 2010 there 
was a decrease in violent CIT heists, down 
from 400 to 100–150 incidents per year.71 
Understanding the factors that led to this 
sharp decrease in CIT heists should be 
sought through a broader engagement with 
relevant stakeholders.72 

 As a result, the focus shifted from violent 
crime to fraud and commercial crime.73 
Similarly, as CIT attacks were seen to 
decrease, there was an upsurge in ATM 
bombings.74 This concerned the commercial 
banks not just because of the loss of 
cash, but the loss of infrastructure as the 
asset value of an ATM machine is about 
R1 million.75 This was exacerbated by the 
downtime and loss of business while ATMs 
were not operational.76 

 The CRIM Project was characterised as 
a collective effort between SABRIC, the 
South Africa Reserve Bank, retail and 
petroleum sectors and CIT businesses.77 
The Project included research on training 
from a qualifications perspective, as well 
as merchant premises attacks in the 
retail sector.78 This initiative died out due 
to differences regarding who should take 
the lead in setting standards.79 Business 
Against Crime (BAC) tried to revive the 
initiative but were not successful.80 BAC’s 
role was more supportive in the government 
environment.81 

 Another reason why the CRIM Project had a 
lacklustre response was due to the absence 
of buy-in from shopping centres reluctant 

to accept the higher security standards.82 
This continues today and shopping centres 
are trying to push firearms out of their 
environment.83 BAC worked on a private 
project with various shopping centres.84 
Retailers were not in favour of a huge CIT 
contingent at their malls and there has since 
been a call to host cash centres in malls, a 
new measure that is yet to gain sufficient 
traction over the popularity of electronic 
payments.85 Notwithstanding the CRIM 
Project’s failure to launch, its contents are 
deemed to have the essential ingredients for 
a credible standards system and consensus 
is that the Project should be revived and 
operationalised.86 

 SABRIC was born out of a project by the 
Banking Association in the late 1990s to 
early 2000s when bank robberies were at 
their peak of about two per week.87 SABRIC 
was officially launched in 2002 and the 
SAPS were on board from the beginning.  
The Crime Prevention Strategy of 1996 
entailed discussions with banks in relation 
to the violent bank related crime that was 
a feature of South African society at the 
time.88 SABRIC consists of two operational 
departments one that deals with commercial 
crime and another that focuses on violent 
crime. This prompted a group made up 
of representatives from the Banking 
Association to come together and recognise 
that these crimes were being perpetrated 
by the same people with a similar modus 
operandi.89 In line with this, SABRIC’s 
mandate was to establish and maintain 
a credible crime risk repository with the 
consequence that all bank related crimes 
are reported to SABRIC.90 The focus is on 
analysing incidents and looking at crime 
from a risk perspective. SABRIC brings 
role players together. Besides meeting with 
clients such as the different banks, it also 
provides a platform to discuss service level 
agreements (SLA).91 

69 Ibid.
70 Ibid.
71 Anonymous respondents 30 August 2017.
72 Workshop comment 09 November 2017.
73 Ibid.
74 Ibid.
75 Anonymous respondents 30 August 2017.
76 Ibid.
77 Twiname. K, 25 May 2017.
78 Ibid.
79 Ibid.
80 Ibid.

81 Ibid.
82 Anonymous respondents 30 August 2017.
83 Workshop comment 09 November 2017.
84 Ibid.
85 Ibid.
86 Workshop participants 09 November 2017.
87 Ibid.
88 Ibid.
89 Anonymous respondents 30 August 2017.
90 Ibid.
91 Anonymous respondent 28 June 2017.
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 SABRIC has 19 banks in its fold, two major 
CIT service providers and one ATM service 
provider. SBV Services and G4S are the 
PSCs, and it was noted that Fidelity Cash 
Solutions had been a member but had since 
withdrawn.92 One remark demonstrated the 
uncertainty of the relevance of information 
shared through SABRIC; defined as 
debatable.93 This was in reference to the 
validity of the respondent’s own internal 
information and investigative capacity.94 

 SABRIC is not an independent entity of the 
banking council because its raison d’etre 
is to protect the interests of commercial 
banks and not the CIT industry.95 The SARB 
is a regulator and commercial banks did not 
always want to share information due to 
concerns from a regulatory point of view.96 
Not everything was being reported to 
SABRIC and thus the latter could not claim 
to genuinely be the repository on all bank 
related crime.97

 SABRIC was seen as the ‘spokesperson’ 
on behalf of the banks in the country 
regarding crime. It was expected to engage 
in partnerships which were beneficial to 
the banking sector, for example with law 
enforcement agencies and the criminal 
justice system.98 SABRIC’s interface with 
the SAPS is discussed in more detail later in 
this report.

 Considering the competitive nature of 
banks, SABRIC is unique in Africa and 
indeed, the world. It had been established 
that the same perpetrators were victimising 
all banks, hence they saw the benefit in a 
collective effort to reduce the opportunities 
for crime. SABRIC liaises with risk 
management centres on the continent. 
Nigeria and Namibia are the only two 
countries with similar bodies.99 SABRIC is 

keen to share its model with other countries 
and to communicate its experience and 
lessons with other crime fighting bodies in 
the rest of Africa.100 It was stated that local 
legislation hampers information sharing 
with a continental body.101 The crime types 
that SABRIC deals with here in South Africa 
are similar to those experienced in parts 
of Europe, South America and Australia.102 
However, there are unique crime types that 
only apply in the South African context, 
though there is a similarity found in 
Brazil.103 The point was made that in Europe 
and Australia, gas attacks were used while 
in South Africa explosives were used during 
CIT heists.104 

 In Eastgate Mall, the first ever tube system 
has been introduced for all clients who have 
subscribed. Other malls in which systems 
have been installed include the Mall of 
Africa, Greenstone and Cradlestone.105 
The tubes are a vacuum system accessed 
through the ceiling.106 Since not all banks 
support this approach, retailers have to 
open bank accounts with the relevant bank 
in order to have this service.107 A capsule is 
shot from point to point into a bomb-proof 
centre due to concerns that bombs could be 
put through the tube system.108 In Bedford 
Centre, no CIT operations are allowed, but 
a cash centre and tube system is favoured 
for the shopping complex.109 

 The Reserve Bank is the custodian of the 
movement of wholesale cash, because 
it governs devices that could damage the 
cash during CIT heists such as dye stains, 
but has no requirements when carrying 
large amounts of cash.110 It is normal that 
when two different PSCs do AIT there is no 
standard in terms of the security officers’ 
tactical training, impact or remuneration.111It 
is untrue to say that their training is 
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sufficiently regulated as it is comparable to 
that of other security services, instead of 
being a separate category.112 The question 
of remuneration is key and influences the 
quality of the individual which ought to be 
higher.113 

7 Assets-in-transit: beyond cash
 AIT entails working with people’s lives 

and securing goods; the sector would be 
worthless if no attention was paid to ensuring 
that the highest of standards prevailed. 
Various views from stakeholders are 
critical. One leading AIT provider describes 
the service they provide as the moving of 
valuable cargo such as bulk diamonds, gold, 
watches, and foreign currency of massive 
value.114 

 Regarding the movement of diamonds, 
one PSC is subcontracted on an ad hoc 
basis by Brinks Global whose niche is the 
movement of diamonds from mines to 
airfields in southern Africa.115 New risks 
are emerging where electronic goods are 
being increasingly targeted.116 Raids on 
the movement of tobacco have also been 
increasing and now require armed escorts.117 
One company that has facilitated the safe 
and secure distribution of motor vehicles for 
more than 45 years in the southern African 
region contracts this service to a PSiRA 
registered AIT provider.118

 The mining industry, where assets of 
high value are transported from mines to 
processing plants or to ports of exit, relies on 
AIT service providers. Various services are 
used depending on each mining company. 
For example, Anglo Gold Ashanti use a 
PSiRA registered in-house security provider, 
while Exxaro and Harmony Gold use Bidvest 
Protea Coin.119 The latter has since had its 
AIT operations bought by Fidelity Security 
Group.

 One interviewee highlighted that his PSC 
used to do AIT for the mining industry but 
has since ceased their AIT operations. For 
ten years, the PSC escorted gold bullion for 
Harmony Group, in that time they never 
experienced any challenges due to their 
resources and vehicles.120 The company 
used three armoured vehicles to transport 
900–1 000kg of gold worth billions of rand.121 
There used different types of armoured 
vehicles, namely Rhino and Ingwe, both 
had lockable facilities and only specialised 
teams were allowed inside. If one was not 
part of the team they were not allowed to 
have knowledge of the product.122 

 A company whose clients transport goods 
such as gold, cell phones and laptops was 
a member of Visa and have been members 
of the Road Freight Association (RFA) for 
20 years.123 The company does not market 
or advertise their services and relies only 
on word of mouth in all continents.124 
The company has in excess of 2.5 million 
units (the size of a cell phone) installed 
in vehicles in 50 different countries and 
employs roughly 75 people that are able 
to monitor “exceptions”, such as the panic 
button being pressed or the route deviated 
from.125 “Exceptions” is the term used to 
refer to any unplanned action by the driver 
and or vehicle. Recovery and installation are 
outsourced and one third of employees are 
developers of software and hardware.126 

 The company’s units connects with two 
applications in a vehicle and can track 
the vehicle and is even able to determine 
travelling speed.127 The company provides 
rescue and recovery services. It specialises 
in providing software that their clients 
can use to watch their vehicles from their 
laptops and phones.128 An alarm can also be 
activated via the client’s cell phone.129 
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 Monday to Friday the company identifies 
exceptions and this is isolated to the 
commercial sector and not the consumer 
market.130 The trucks being monitored 
do not operate on weekends. The biggest 
target for criminals are cell phones, clothing, 
computers and TVs because they are easy 
to offload and redistribute.131 The success 
rate for recovery of vehicles is 96% on a six-
months moving average.132 The company 
conceded that they were not as successful 
with the loads, and recovery depended on 
where the robbery had happened and how 
quick notification was given.133 It was not 
uncommon for the driver to forget to press 
the panic button and some would wait until 
they reached the police to request help.134 

 In cases where there is a trip re-route, 
the vehicle is tracked and this gave a good 
indication of where the goods had been off-
loaded and in some cases, this allowed for 
goods to be recovered.135 Their expertise 
is in fleet monitoring and exceptions, their 
clients include people, transport services, 
courier services, bulk transport, furniture 
and cash removals.136 

 By their own definition, their security 
services entail tracking and monitoring by a 
third party to provide recovery services.137 
The company is affiliated with the ITA Group 
and both are registered with PSiRA.138ITA is 
an asset tracking, monitoring and recovery 
company that was founded in 1998 when 
the high rate of hijacking and theft of 
motor vehicles and cargo in South Africa 
resulted in the establishment of vehicle 
tracking companies.139 ITA has a 24/7 
control centre and administration office 
based in Cape Town with a backup office 
in Johannesburg.140 ITA has over the past 
17 years successfully recovered more than 

12 000 vehicles and sustains on average an 
86% recovery rate.141 

 An electronic lock is installed in the vehicle 
which cannot be opened until the vehicle 
arrives at the client’s site.142 The company 
has also created a geo-fence at the client’s 
site which means that whatever item is 
being transported can only be accessed 
once in the geo-fence.143 If the client wants 
to gain access to the assets at a different 
place other than the vehicle’s destination, 
he/she can do so utilising software that 
allows this.144 

 Currently there is vehicle monitoring from 
a central point, as opposed to earlier when 
radios where used. Today there is constant 
communication, and it is possible to see if 
and when the vault had been opened.145 The 
biggest threat was internal, because despite 
technology, the human element was present 
in the AIT industry.146 In response to this 
there were numerous systems integrated in 
the vehicle which made it more difficult to 
gain access, and this was complemented by 
security of information.147 

 If the vehicle transporting the assets was 
jammed via Global System for Mobile 
communications (GSM) the lock could not 
be opened by anyone148 but increasingly 
criminals were able to break the lock. The 
vehicles were typically normal trucks and 
safes were not used.149 The vehicles had 
a cage inside which was intended to delay 
access to criminals in the case where they 
were able to break in.150 

 After attacks clients were keener to report 
which was key for this sector and forms a 
huge component of deterring future attacks. 
Being able to report suspicious behaviour 
was critical and required proper training.151 
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Unfortunately, there was no such training 
in South Africa for armed escorts and 
unilaterally PSCs had to do this as part of 
their business sustainability.152 Reporting to 
the control room depended on the vicinity; 
other vehicles on the road; how far away 
the client was; how far the drivers were 
from the base, and in some way could be 
described as being similar to war.153 

 It was suggested that this sector needed 
people with common sense, who were 
able to relay specific information and plan 
adequately.154 The vehicle used needed 
certain systems that in some cases could 
stop the criminals from getting away with 
the product.155 Windows of the vehicle 
were not always armoured.156 There was no 
fixed manual on armed escort and security 
personnel had to be trained to adapt to the 
situation.157 

 Technology on board the vehicle consisted 
of different applications to make it difficult 
to access the cargo.158 If for example, a 
jamming device was used, the vehicle would 
stop moving and if the vehicle was left idling 
when the driver came back the vehicle would 
not move.159 Anti-jamming technology 
endorsed by TAPA was of military grade.160 
TAPA’s experience from the first hijack 
gave valuable lessons and revealed that 
one must always expect chaos and must be 
able to respond effectively within about 15 
minutes.161 

 Transported Asset Protection Association 
(TAPA) is a not for profit organisation 
whose aim is to minimise cargo losses from 
the supply chain.162 TAPA achieves this 
through the development and application 
of global security standards, recognised 
industry practices, technology, education, 

benchmarking, regulatory collaboration, 
and the proactive identification of crime 
trends and supply chain security threats.163 

 The drivers’ and armed escorts’ 
psychological changes were a misnomer 
when their lives were on the line and most 
feared responsibility for the hijack and the 
loss of their jobs.164 This alluded to the 
trauma that was part of the experience of 
an armed attack or heist. Rather the AIT 
driver should understand the function of 
technology, which could also be used as an 
early warning mechanism to indicate if the 
vehicle was getting jammed.165 Jamming 
devices are easily ordered from overseas. 
Military grade jamming was used which was 
3G and LTE and could cancel out all signals in 
the area for 10km, and were developed for 
high security contexts.166 Technology also 
existed to detect jammers when vehicles 
and staff drove out of the area.167 

 One company provides technology to 
different PSCs and many role players in 
the private security industry utilise their 
technology.168 In addition to the units 
installed in the vehicles, the company also 
installs cameras that link with clients if the 
driver presses the panic button.169 This 
was also transmitted to the company which 
receives images regarding what transpired 
in the truck. Cameras recorded 24/7 in a 
loop and could go live if needed. This was 
not common due to the privacy of the driver 
and so it was preferred to view from the 
server.170 The company’s operations centre 
consists of persons who are all members of 
PSiRA and all underwent a polygraph test 
as they were required to have integrity that 
was beyond reproach.171 
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 TAPA South Africa includes individuals from 
different organisations coordinating best 
practices in terms of warehousing and 
securing cargo.172 This includes sea, air and 
road freight. There are two areas where 
security is needed; first, the threat of losing 
the cargo/assets, and second, insurance, as 
it is impossible to move assets without it.173 
This applies especially to vulnerable goods 
such as TVs, (in one example, this cargo was 
worth R1 million), pharmaceuticals, phones 
and valuable goods such as diamonds and 
platinum.174

 Within TAPA there are various role players, 
namely manufacturers like Nike, Adidas, 
Pfizer and Samsung; then there are Logistic 
Service Provider’s (LSPs) who control the 
warehousing and transportation and then 
there are the Security Service Providers 
(SSPs) who are responsible for handling the 
cargo.175 For example DHL’s global client is 
Apple, the electronics manufacturer and it is 
the SSPs responsibility to ensure that goods 
arriving in South Africa get transported 
safely whether by sea or air.176 

 From a business perspective, TAPA 
coordinates security for DHL and has 
1 000 members worldwide.177 This is 
complemented by a certification process 
for LSPs and transporters where they are 
audited by independent bodies approved by 
TAPA.178 This is followed by a process where 
the warehouse receives a certain level of 
certification, between C, B and A, with A 
being the highest.179 Warehouses with less 
vulnerable, lower value products are graded 
as C. This was determined by the Facility 
Security Requirements (FSR) for warehouse 
certification.180 There are also Trucking 
Security Requirements (TSR) which is an 
industry rubber stamp and indicates who 
carries a lesser risk and how that risk should 
be managed, similar to the International 
Organization for Standardization (ISO).181 It 

was noted that TAPA’s TSRs could be used 
to enhance the AIT industry as a whole, as 
they exceed that of insurance companies.182 

 TAPA’s role is not to get involved in the details 
of an operation. However, standards must 
be followed and it was essential that AIT 
officers be properly trained and registered 
with PSiRA and be able to assess CCTV and 
high definition (HD) images.183 Over the past 
few years, businesses concerned with the 
security of their cargo have adopted TAPA 
and sought to learn from each other.184 
When TAPA started in South Africa in 1993, 
it was made up of just five men attending 
meetings to share their challenges in terms 
of cargo/asset transportation.185 

8 Modus operandi of assets-in-
transit heists

 Similarities abound regarding the level of 
force that is directed during an AIT heist. 
This includes the technology used as a 
deterrent, the need for communication, 
the use of high calibre firearms, specialised 
vehicles and central location monitoring. At 
a typical CIT heist scene, there are multiple 
game players including an en route vehicle 
and ‘grass pavement’ in a static vehicle 
who attacks while the CIT officers were 
on foot.186 En route refers to someone 
who blocks the vehicle, this individual is 
supported by others who take the cash.187 

Among these is also a spotter whose role is to 
call his associates.188 The ‘grass pavement‘ 
is intended to blend in with the public and 
they are used in some cases to shoot at the 
AIT officer. This person could be positioned 
to look like an innocent bystander at an ATM 
queue.189 

 In one incident faced by an AIT provider, 
21 suspects targeted one vehicle and had 
teams of spotters at every location.190 The 
car used by the attackers was never the 
same as the getaway car.191 Criminals were 
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more heavily armed and used AK47s, R4s, 
R5s and 9mm.192 On certain sites there 
has been recovery of explosives which 
clearly originated from the mining sector 
and were rarely regulated.193 There has 
been no engagement with the mining sector 
regarding this thus far.194 Divergent views 
were expressed in relation to consultations 
with the mining sector.195 

 After a heist had been completed, the 
criminals made off with the stolen assets. 
After a few kilometres it was common that 
the vehicle and driver were changed to make 
them more difficult for the police to track, 
and to gather evidence that would lead to 
a conviction.196 The most difficult part was 
the recovery of cash as the criminals split 
up.197 

 Reconnaissance from the point of departure 
before deployment of vehicles is essential 
and AIT officers must look for suspicious 
vehicles as undercover operatives were 
used.198 Threats in escort activities include 
many factors and if a plan was made for a 
specific team they would not know until a 
scheduled time.199 The AIT officer’s phones 
were required to be left at the office and 
they were disarmed during the operations 
briefing.200 

 Threats faced pertained to the product 
being transported, for example, gold and or 
precious metals via airplane or helicopter, 
which could come from the team that was 
deployed.201 Hence AIT providers must not 
allow information to be disclosed, not even 
how much gold was being transported.202 
Criminals study the target and once they 
are confident then they attack, and this is 
why the strategy used should be constantly 
alternated.203 

 At the collection point it is essential to 
scout for vehicles attempting to identify 

cargo.204 In some instances airline staff 
have been known to disclose information 
on shipments that are arriving or have been 
detained in order for a heist to take place.205 

Collusion is prevalent and includes drivers, 
security personnel, airline crew and even 
management.206 Companies typically stick 
with one PSC even after they have been the 
victim of a heist/hit.207 The human factor 
is the biggest problem as well as the fear 
of making a change and moving out of a 
comfort zone.208 The ego also plays a role 
hence more women are needed in these 
roles.209 

 What transpires and the modus operandi 
of criminals during AIT heists is unique in 
the security environment. Amid the use 
of automatic rifles and explosives, it was 
concluded that with the current training 
standards, private security personnel were 
unsure of how to handle the threats they 
faced.210 The AIT sector is the only industry 
where armoured vehicles are utilised and 
unfortunately this was self-regulated and 
no oversight body existed.211 The law does 
not require the use of an armoured vehicle 
but it is a necessary measure to protect 
the employees of AIT businesses. It was 
stressed that a separate regulatory body 
was needed as PSiRA alone could not deal 
with the sector’s regulation.212 

9 Cash-in-transit and armoured 
vehicles

 Developing a standard for vehicles depends 
on each PSC’s requirements and it may not 
be feasible to set a standard instead of a 
minimum requirement as there were different 
threats and thus different requirements.213 
It was however, conceded that the principles 
of CIT remained the same and technology 
was used by the different PSCs on, for 
example, how to operate safes.214 It was 
not likely that a generic standard could be 
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developed as this depended on how each 
company approached their business model. 

 There are four main companies that 
manufacture the armoured vehicles used 
in the CIT sector.215 Everyone in the CIT 
environment experiences the same threat 
but had differing views on how to address 
these. It was noted that for example, the 
weight of the vehicle determined fuel 
consumption, while making use of only 
limited armour to only the bare minimum 
compromised safety.216 The example was 
made of a minimum requirement for body 
armour for those involved in armed response 
where Kevlar can only can stop a 9mm bullet 
and for an assault rifle or AK47 there was a 
need for an additional plate.217 Some people 
took the plate out because this made the 
vest lighter. This would only protect against 
a handgun and smaller PSCs did not invest 
in proper equipment.218 

 Moving of cash worldwide is a hot topic 
as criminals know it is moved in huge 
volumes.219 Vehicles in the Americas, 
Middle East and Europe are built to certain 
specifications.220 In South Africa, military 
and police background and knowledge has 
infused the AIT environment and major 
AIT private security role players use similar 
standards.221 

 The vehicles are armoured for the protection 
of the security personnel as criminals are 
known to attack with big weapons.222 The 
armour is significant enough to stop a 
bullet from an AK47 but this is not enough 
anymore as criminals now use 5.56 LM 
armour penetrating shells.223 This may not 
be technically correct, as some 7.65mm 
rounds offer better penetration than 5.56, 
although the latter may perform better 
on terminal ballistics on soft bodies.224  

A different view was expressed that 5.56 LM 
weapon and even the AK47 cannot penetrate 
an armoured vehicle. Criminals generally 
use the AK47 and from time to time, LM 
rifles which are used by SAPS/Military (LM4) 
and the security industry.225 

 A standard should be determined by 
professionals in the industry.226 If the 
industry had a regulatory body there should 
be a standard for the type of vehicle used 
for the CIT business.227 Too many people 
are moving cash at a risk to themselves and 
others.228 

 The main PSCs operate at the highest level 
in terms of the vehicles and systems used. 
An example was made of one of the leading 
CIT service providers in the country whose 
tyres on the vehicles are bullet-proof.229 At 
the other end of the spectrum there are 
PSCs that operate with a combi-like taxi 
for CIT purposes, which makes it easier for 
those security guards to be killed.230 The 
gap is glaring as far as coordination and 
legislation is concerned, exposing PSiRA’s 
position to be wanting in terms of allowing 
two extremes to exist in the CIT sector.231 

Legislation is silent on this.232 

 Effective communication is critical to 
determine if an area is safe and there is an 
awareness that the vehicle cannot stop in 
certain areas.233 Some of these approaches 
were imported from the Middle East, a region 
that has faced challenges of ambushes 
on military vehicles.234 The generation of 
armoured vehicles have been evolving for 
the past 20 years, and the vehicles are 
constantly upgraded to counteract new 
threats.235 

 Currently, if the new vehicles are attacked 
there is a proactive approach, for example, 
use of explosives.236 Such incidents are 
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taken seriously and there is a concerted 
effort to understand what happened and 
why and how to prevent it in the future.237 

Changes happen on a regular basis as 
trends emerge, what was developed two 
years ago has had to change to meet the 
changing threat.238 Ten years ago, one safe 
door vehicle was sufficient for the industry 
but this has now changed to 16 safe doors 
with the aim of minimising the risk.239 
This is to split the risk as it is unlikely that 
the criminals would be able to open all 16 
safes.240

 Emphasis was placed on being client-specific 
in terms of extra preventative measures. 
These have changed as criminals develop 
new techniques and the CIT industry tries to 
keep up with them. Bombings of armoured 
vehicles have forced PSCs to look at different 
ways to protect vehicles.241 Technology is 
critical and also evolves with the threat. 
In the past five years manual systems 
have been replaced with technology based 
systems and from key systems to codes.242 

 A PSC whose representatives had a 
background in close protection admitted 
to doing escorts for private clients but not 
CIT.243 Their vehicles were not branded, 
instead they used an unmarked vehicle 
for transporting cash and valuables for a 
private client.244 

 The start-up cost of security vehicles makes 
it difficult to get into the market and small 
PSCs use soft shell vehicles and get away 
with it.245 This was attributed to the fact that 
the major CIT companies do not operate in 
the small rural towns, and the example was 
made that on the west coast there were 
PSCs using bakkies to do CIT.246 

 Using an armoured vehicle depends on 
whether it is a covert operation and regular 
CIT pick-ups to supermarkets and banks 

definitely need an armoured vehicle.247 The 
main objective for a CIT service provider is 
to protect its employees and an armoured 
vehicle is used for this. In rural areas 
where attacks on CIT vehicles are not 
very common, soft shell vehicles are being 
used.248 

10 Personnel Protective Equipment
 Determining what constitutes adequate 

protective gear is based on the threat level. 
In the context of AIT heists, this includes 
multiple criminals who use assault rifles.249 
In the past, one PSC forced AIT officers to 
work without a bullet-proof vest but a lot of 
people lost their lives as a result.250 Before, 
if a security officer wanted a vest it would 
come out of his salary in instalments, but 
currently the PSC provides the vest as part 
of protective gear for its employees and this 
does not come out of their salaries.251 

 Specifications are important as there are 
cheap and ineffective bullet-proof vests 
in the market. The vest used by one PSC 
was developed by the CSIR and were 
benchmarked on the NIJ international 
standard. It is worth noting that SABS 
has higher standards.252 The company is 
embarking on a training programme to 
shoot at the vest so the AIT officer can see 
for himself how effective the vest is.253 

 Vests can withstand 9mm shells to a certain 
degree but do not withstand the firepower 
of a high calibre bullet.254 However, even 
high calibre bullets can be stopped if a 
plate/Kevlar and outer is worn. Jackets have 
been subjected to shots from LM rifles and 
AK47s and passed the test.255 To be fully 
protected, the CIT officer would have to be in 
full armour which is not practical and would 
affect their ability to move.256 This PSC has 
a strong relationship with the bullet-proof 
vest supplier.257 Level 3 Kevlar is of a high 
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enough standard and an additional measure 
would be to put in a plate.258 

 The practicality of wearing a plated Kevlar 
vest for 12 hours for a CIT officer who goes 
in and out of a vehicle is not feasible and 
would be heavy, hot and uncomfortable.259 If 
CIT officers were asked to do this they were 
most likely to take the vest off.260 Regarding 
loss of life over the past five years, one CIT 
officer died on duty every three months. 
This includes normal accidents when the 
vehicle rolls and also when the bullet-proof 
vest has been taken off.261 The industry 
should consider the possibility of wound 
studies on CIT operators over the last few 
years and question the positioning of most 
wounds; noting that almost no operators 
use helmets.262 The weight of a helmet 
made it an impractical protective gear.

11 Do Cash Degradation Systems 
Deter Heists?

 According to Section 34(f) of the South 
African Reserve Bank Act 90 of 1989, it is an 
offence and warrants a penalty for anyone 
who “wilfully defaces, soils or damages any 
note of the Bank, or writes or places drawing 
thereon or attaches thereto anything in 
the nature of an advertisement, or wilfully 
defaces or damages any coin which is legal 
tender.”263 For this reason, cash protection 
devices known as cross pavement carriers 
are regulated in terms of this Act.

 There were differing views regarding the 
effectiveness of cash degradation systems. 
One respondent felt that this impact was 
similar to a drop in the ocean as criminals 
were very sophisticated and if there was an 
area new in terms of technology, they were 
able to recruit someone from within and 
pay them highly to counter this.264 This was 
alluding to the fact that the money inked 

by the CIT vehicles could be ‘washed’ and 
usable thereafter, asserting that this was 
not exactly an effective deterrent.265 

 One respondent went as far as saying that 
there was a market and even a tender for 
dye stained cash.266 Another stated that 
the rumour that money can be cleaned 
after it had been dye stained was just that 
and there was no proof of a chemical that 
existed that could clean the money.267 It 
was claimed that suppliers had taken their 
technology to SARB to prove the ink cannot 
be washed off.268

 After SARB decided to support the dye 
stain technology there was a decline in 
ATM bombings and no change in the cross 
pavement attacks.269 A shift from ATM 
bombings to grinding of ATMs has also been 
witnessed as dye stain deters the use of 
explosives on ATMs.270 The big three AIT 
providers referred to as Tier 1 providers 
were still prone to attacks. Some in the 
industry pulled had out completely since the 
the use of explosives called for a business 
model similar to a precise military operation 
with category five safes.271 This applies to 
those company’s moving assets from one 
secure location to another and not to the 
retail sector. SARB refunds the dyed monies 
but only that which the SARB can prove had 
been dyed by controlled dye stain, and that 
no control had ever been lost in the handling 
of the monies.272 The CIT companies are 
then charged a minimum processing fee.273 

 Another perspective held was that security 
measures to deter heists, including 
technology such as the dye stain, were 
effective.274 Seven years ago, before the 
implementation of the cross pavement 
carrier, there were an astronomical number 
of robberies but after cross pavement 
carriers became operational one could 
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count how many times there had been 
an attempt.275 This was attributed to the 
current rise in the use of explosives to bomb 
the armoured vehicles.276 Training plays a 
big role and is very successful as major 
lessons are learnt from all the cash heists.277 
Any vehicle weaknesses are checked and 
constantly improved upon.278 

 One respondent stated that his PSC was 
very conscious of the safety of its staff, 
and technology was utilised to enhance 
their safety.279 The example was made of 
a foam vehicle that was used which could 
be activated by numerous triggers and was 
also controlled by a live control centre.280 

 The Foam Protection System is made up 
of two liquids kept in separate containers 
inside the vehicles while the cash is being 
transported.281 In the event of the vehicle 
being attacked, these liquids are mixed 
together and within seconds engulf the 
entire contents of the truck and continue 
to expand to fill any void.282 The foam 
instantly hardens and this makes it virtually 
impossible for criminals to gain access 
to anything inside the vehicle.283 The 
client’s property is safely tucked inside the 
hardened foam.284 Once the danger has 
passed, the foam is cleaned up and the 
vehicle is ready to be used again.285 This 
material cannot be melted with chemicals or 
fire, meaning that it would take a would-be 
robber longer to chip through the foam to 
get to the valuables than it would take the 
SAPS or armed response backup to arrive 
at the scene.286 Not all vehicles are foam 
vehicles due to the cost of such vehicles.287 

 When criminals bombed the armoured 
vehicles they were able to get away with 
as much clean cash as they could carry 

as opposed to the cross pavement carrier 
attacks that ended up with the money being 
stained.288 Cross pavement carriers were 
used and this approach was considered 
to be effective. Cross pavement dye stain 
cash was fully operational and the threat 
of cash becoming dye stained was an 
effective deterrent for cash heists.289 The 
SARB only exchanges dye stained cash 
if the cross pavement carrier is attacked 
with a dye stained cash carrier, and if the 
cross pavement carrier meets standards 
approved by the SARB.290 One PSC was in 
discussion with the SARB to assess other 
methods to destroy the cash, some options 
include the use of glue where the money is 
glued together or smart water, a tactic used 
in Europe.291 Both these techniques would 
stain the money rendering it useless.

 Cross pavement carrier typically has a thumb 
on a button that is depressed while moving 
from the client back to the vehicle, if the 
button is released smoke is automatically 
released followed by the dye stain.292 This 
means that if the cross pavement carrier is 
detached the activation is immediate.293 Any 
device tested and accredited by the SARB 
qualifies for monies to be exchanged.294 
There are three established suppliers 
for the SARB-approved equipment and a 
certificate indicates that the equipment 
has been tested and meets the appropriate 
standards.295 The carrier make and model 
number are checked by the SARB before 
monies can be exchanged.296 

 Training and communication were 
highlighted as essential components in 
effective transportation of assets.297 It was 
conceded though, that ‘arming of hand’ 
(referring to the device attached to the CIT 
operators arm and is used as a panic button 
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in the case of an attack) would not eliminate 
perpetrators and was only there to alarm 
other guards.298 Using the best vehicle 
with the necessary systems and the best 
equipment was the most effective method.299 
This was complemented by proper training 
which also included being streetwise, for 
example, by being able to change routine 
and use technology effectively.300 

 The escalation process entails assessing the 
type of incident and being able to respond 
according to the threat typically to detonate 
the cash degradation system in the vehicle 
if necessary, as money cannot be destroyed 
if someone is in the vault area because 
that could be deadly.301 It was key to align 
policies and procedures with training drills 
signed off by AIT officers in case there was 
a need to destroy money from the vehicle 
or control point.302 Minimum criteria for the 
vehicles is gun ports.303 

 In reference to the ATM environment, it was 
stated that since cash degradation systems 
were introduced, there had been a decrease 
in attacks.304 It was noted that criminals did 
their homework and knew that ink was only 
dispensed when explosives were used, this 
did not happen when grinding the ATM.305 
This was something that SABRIC was looking 
into.306 The dye stain used destroyed a 
portion of the money leaving only some of 
it usable, despite the fact that dyed money 
is typically suspicious.307 This applied to CIT 
as well, the only difference being that it was 
easy to manage small amounts of cash up 
to R1 million.308 It is difficult to have cash 
degradation systems for anything above 
R10 million.309 

 Efforts are currently underway to address 
this and the vision is to undergo a complete 
change and even to do away with armed 

officers.310 This is influenced by technology 
developments in Europe which although 
might not be directly applicable in South 
Africa, could be adapted.311 The example 
was made of dye stain and the fact that one 
measure does not cater for everything.312 

 Standards for dye stain technology are now 
being developed to ensure that the ink is 
indelible and cannot be washed.313 In 2008 
there was a Chinese syndicate that was able 
to wash the dye stain, this was because 
the service provider did not adhere to set 
standards and submitted one standard 
for approval to the SARB and then used a 
suboptimal quality dye.314 CIT providers and 
banks use dye stain approved by the SARB.315 

Before only the dye stain was certified but 
now the whole product including the dye 
stain device is certified.316 This device and 
the ink is manufactured locally by different 
tiers of service providers: some produce the 
ink and others manufacture the device.317 

12 Firearm use and theft during 
AIT

 Firearms are the first thing that the criminals 
try to get a hold of to render the AIT officer 
incapable.318 In one incident in Cape Town, 
a security officer’s R4 was stolen with the 
money, despite it being worn with a sling 
across his body.319 In the CIT industry, 
armed robbery is the standard modus 
operandi.320 Heists are all part of a criminal 
syndicate that contributes to other crimes, 
and the firearms stolen were used in other 
crimes.321 

 The type of firearm used is dependent on the 
threat. A handgun is basic, rifle and shotgun 
are also used as criminals do not come with 
a handgun and they retaliate in the same 
manner.322 The example was made of three 
people in a vehicle each with a firearm, 
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the CIT response has to be up to speed 
with this threat.323 It was stated that legal 
measures are used to fight illegal measures 
referring to explosives.324 Minimum is a 
handgun or rifle depending on the threat. 
The number of people and firearms is 
determined by the value of the assets in 
transit.325 One respondent remarked that 
there is a challenge in getting the licences 
approved for firearms with the CFR, and it 
was suggested that PSiRA should look at 
the quantity of officers.326 The culprit is 
all the paperwork and it was stated that it 
would be easier to get licences approved 
and be able to gain access to the CFR’s 
systems for verification just like the PSiRA 
database.327 Better CFR information online 
when competency certificates expired was 
needed, as currently one needed a close 
relationship and to follow up the applications 
personally.328 

 Another AIT provider stated that a 9mm is 
used for physical collections, and for a third 
man during ATM operations, a hand carbine 
is used because the AIT officer needed 
something to holster and pull.329 Shotguns 
were used in the past but not anymore due 
to the distance and need for accuracy, and 
also the ability of the person to react, who 
should be able to fire multiple shots which is 
not possible with a shotgun.330 A dedicated 
department existed that dealt with the CFR 
and the PSC had never had an issue when 
firearms were needed.331 Also the merger 
of the PSC with another leading armed 
response PSC meant they had more than 
enough resources.332 

13 Women and the assets-in-
transit industry

 Women are mainly in control rooms and 
play a very important role managing trucks 
and reporting on their whereabouts and 

safety.333 They are control operators trained 
in emergency procedures; this is the limited 
role that women play because the operations 
component is too high risk and thus male 
dominated.334 It is worth noting that no 
PSiRA accredited training for control room 
operators exists for the private security 
industry and this is a major shortcoming on 
the part of the regulatory authority.

 There are very few women working on 
the road.335 Behind the scenes, females 
are control room operators and carry out 
tasks such as issuing consignments and 
equipment for the day, and act as tellers 
and cash centre personnel.336 There are 
more females than males in these roles.337 

14 Assets-in-transit, the SAPS and 
relevant stakeholders

 SABRIC is expected to provide investigation 
and prosecution support.338 It was 
highlighted that SABRIC was under no 
circumstances mandated to collect covert 
information and rather, rely on existing 
information.339 Nonetheless, SABRIC has no 
investigative mandate although the centre 
does have the capacity, as it is made up 
of a diverse group of role players including 
former members of the SAPS, SANDF and 
the legal fraternity.340 Much time is spent 
collating information and liaising with the 
SAPS.341 

 It was remarked that crime was not 
restricted to a particular area and was a 
national challenge and at times even crossed 
national borders.342 Hence reports that are 
compiled on bank related crimes are as a 
result, holistic in nature.343 This is influenced 
by the capabilities that the banks have 
such as surveillance footage, knowledge 
of the modus operandi of criminal acts, 
as well as reporting on how banks looked 
at mitigation.344 SABRIC also plays a role 
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in creating public awareness and capacity 
building in law enforcement agencies.345 
This entails a packaging of what typically 
transpires in relation to financial, bank 
related contact and cyber related crime.346 

 The point was made that there was a huge 
issue of insider collusion and that the legs of 
the police had been cut off for all the wrong 
reasons, this was in reference to truck 
hijackings that were linked to the police six 
years ago.347 Policing is not what it used to 
be and there is no support and no knowledge 
being shared.348 Last year, there was a truck 
hijacked and pressure on the investigating 
officer, the impression was that they were 
only trying their luck.349 PSCs hired are 
the most knowledgeable people as this 
falls within their area of control in terms of 
protecting cargo.350 Security personnel are 
there to observe and that is why they need 
to be trained on how to be unidentifiable.351 

 The respondent who had in the past  
investigated truck hijackings for police 
organised crime unit stated that bureaucracy 
limited the ability of the police to get the 
job done.352 Specialised units were needed 
to focus on truck hijackings.353 One PSC 
that worked closely with the SAPS at the 
provincial level indicated that the police were 
disorganised about who carried dockets for 
AIT-related crimes which were listed as a 
separate crime.354 This had previously been 
done by the Hawks but had since moved to 
police intelligence and there was still debate 
about who should do it.355 

 Workshop deliberations revealed there was a 
clear instruction that the dockets be handled 
by the Hawks in a centralised manner. This 
was not considered disorganised by the 
police. A suggestion was made that the police 
establish Standard Operating Procedures 
(SOPs) with the various stakeholders, as 

a consequence of 25 incidences per week 
which required the attention of the SAPS.

 In 2017 there was pressure from the four 
major banks and SABRIC to set up a meeting 
with the Minister of Police regarding cross 
pavement attacks and the killing of staff.356 
One PSC lost eight CIT officers in 2017 and 
20 were killed in 2016 in increasingly violent 
attacks by more professional criminals.357 

This was attributed to cross-border 
involvement and also local involvement from 
persons at very senior levels where massive 
amounts of money were being stolen and 
being channelled to other crimes.358 

 A company that provides the hardware and 
software to coordinate fleet management 
indicated that there was often SAPS 
involvement in crimes related to assets 
movement as they had ways of knowing 
about the goods moved by certain 
companies.359 In addition, it was stated that 
some attacks resulted from ‘inside jobs’, 
typically facilitated by the driver of the truck 
who would leak information regarding the 
movement of high value goods.360 

 This company had assisted in uncovering a 
syndicate involved in diesel theft.361 They did 
not share this information with the police, 
rather, it was made available to their client 
who then liaised with the police.362 There 
had been instances where representatives 
of the company were asked to testify in 
court to help the client.363 The role that they 
play, which could be considered a security 
function, was keeping the movement of 
their clients’ goods confidential.

 The trucking logistics fraternity was formed 
in 1992 after complaints about the increase 
in truck hijacking.364 SAPS regards this 
as a priority crime but the top structure 
of the criminal syndicate which organised 
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this lucrative crime have never been 
uncovered.365 SAPS underscored that this 
was an incorrect statement and internal 
investigations were not made public. A 
change for the sector needed a controlled 
environment where best practices were 
followed and appointments based on an 
assessment of integrity and what the 
objectives were.366 

 One of the big three AIT providers in the 
country highlighted that they had to work 
hand in hand with the police, though in some 
cases the police were aware of planned 
attacks and did inform the PSC.367 Trust was 
a key component of the relationship because 
the SAPS also have criminal elements within 
its structures and the PSC had been robbed 
by members linked to the SAPS before.368 

The PSC is involved in the banking sector 
and also conducts risk management, the 
company consists of former police members 
who carry out investigations.369 The PSC 
also has a tactical unit that works together 
with the CIT vehicles undercover.370 

 Regarding explosives, the responsibility is 
two-fold, everything above ground is for the 
SAPS to handle, whereas everything below 
ground is for the Department of Mineral 
Resources.371 It is easy to blame the mines 
despite above ground explosives being used 
for construction and road management.372 
It was underscored that the control of 
explosives is of the utmost importance, 
however the legislation is not enforced.373 

Management should be held accountable 
to make sure explosives were properly 
controlled. The New Explosives Act 15 of 
2003 has not been enforced for the past 
10–13 years due to regulations not being 
finalised.374 SABRIC has engaged with the 
Department of Mineral Resources and the 
SAPS on this matter.375 

 It was noted that South Africa was not 
the only country from where explosives 
were being sourced and in some cases 
the explosives were brought in through 
the Beit Bridge border post for purposes 
of illegal mining, and legislation would not 
curb this.376 The Act only affects those 
with unlicensed explosives.377 From the 
industry’s point of view, there is a good 
relationship with the SAPS in addressing 
this crime which is a joint responsibility, and 
SABRIC would continue to support SAPS 
to decrease banking related crime.378 The 
point was made that the police could not 
claim the victory alone and that solving CIT 
crimes was reinforced by the support and 
collaboration of various stakeholders.379 
The CIT business is extremely high risk.380 

Law enforcement agencies included Metro 
Police who also contributed to a pre-emptive 
approach.381 

 The discrepancies in the number of CIT 
heists was discussed at the validation 
workshop based on the view that SABRIC 
reported a higher number of incidences 
while SAPS’s figures were lower. It was 
highlighted that the discrepancies arose 
from leaked and inaccurate media reports. 
SABRIC and the SAPS interacted on a daily 
basis and although the reporting periods 
differed their figures were accurate; all AIT 
related crimes were registered as armed 
robbery.382 

15 PSiRA’s regulatory sphere of 
influence

 Some respondents in the private security 
industry suggested that pronouncements 
on issues relating to the AIT industry should 
come from PSiRA who is the custodian of 
the PSiRA Act. This should be in conjunction 
with the Reserve Bank, the major custodian 
of standards relating to the movement of 
cash.383 
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 The SARB’s mandate does not provide 
standards for the movement of cash, 
irrespective of the opinions expressed by 
certain members of the industry. PSiRA’s law 
enforcement unit has a proactive approach 
towards high profile investigations. The lead 
inspector, Mr Botha, was on a case involving 
the theft of assets awaiting boarding onto 
a flight at  OR Tambo International Airport 
on 7 March 2017. He received authorisation 
to begin the investigation as soon as the 
news broke of the heist in order to be able 
to speak to the security officers involved 
first hand.384 The following is a summary of 
the outcome of his investigations thus far 
during the writing of the report.

 Media reports stated that security had been 
breached at the OR Tambo International 
Airport and alleged that police had been 
involved in the heist. Later it was discovered 
that the vehicles used were not police 
vehicles and had only been branded to 
appear as such. On the day following the 
heist the PSiRA inspector was at the Hawk’s 
offices. Initially the Hawks were tight lipped 
until it was explained to General Ledwaba the 
reason why PSiRA wanted to get involved, 
which was to assist the investigation. PSiRA 
is after all, the repository of information 
relating to PSCs and security officers and 
was thus able to provide information relating 
to, for example, the physical addresses of 
the suspected security officers. 

 Sensational media reports initially claimed 
that R200 million in foreign currency had 
been stolen during the heist. The prosecutor 
on the case clarified that the monies stolen 
amounted to R20 million, and that there had 
been no foreign currency stolen.

 The PSC contracted to transport assets by 
Airports Company South Africa (ACSA) is 
known as Guard Force International, G4S’s 
guarding division had been subcontracted 
not to do CIT, but only to drive the 
vehicle from point A to point B. It was the 
responsibility of Guard Force to make sure 
that the SAPS were present. It had been 
discovered that the former’s employee had 
failed his polygraph test.385 

 On the day of the heist, the monies kept in the 
vault in the Guard Force International offices 
were allocated to a certain flight. Escorting 
these monies should never have been done 
without the assistance of the SAPS. The 
assets – cash to the value of R20 million – 
were supposed to arrive at the plane just 
before take-off. The responsibility for these 
monies lay with Guard Force International, 
although G4S and the SAPS were expected 
to escort the shipment. On the day, there 
was a 17 minute delay in the arrival of the 
police between the vault at Guard Force 
International offices and flight 294 where 
the monies were destined. CIT officers 
from the two PSCs were overpowered at 
gunpoint. It was later noted that the two 
vehicles branded as police vehicles were 
harbouring four of the alleged suspects who 
masterminded the heist. Seven suspects in 
total were identified. Firearms used were 
assault rifles (machine guns). 

 Contrary to media reports, no police were 
overpowered because the people in the 
bogus police vehicles were not actually 
police officers and there was no proof of any 
police involvement. There is uncertainty 
regarding the delay when the police were 
supposed to have arrived and it is unclear 
if the police were blocked, captured or 
overpowered. This was two kilometres away 
from flight 294.

 Preliminary investigations indicated that 
inside information leaked from Guard Force 
International played a key role in enabling 
the heist. A man doing maintenance work 
for the PSC was implicated and he was 
among the key suspects arrested. He was 
registered with PSiRA as a security officer 
but was working as a handyman at the time 
of the heist. He was served notice in prison 
regarding suspension of his registration 
while his withdrawal was pending, this is the 
norm for security officers being investigated 
or suspected of taking part in a crime. This 
means that even if he is granted bail he 
can no longer work in the private security 
industry. PSiRA’s database, which can be 
accessed by prospective employers, shows 
that he has been suspended if proper vetting 
is carried out. This is of major concern as 
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OR Tambo International Airport is a National 
Key Point (NKP) and this is considered more 
than just a regular CIT heist.

 A cleaner from the PSC was also implicated 
in the crime. He had access as he cleaned 
the offices and the vaults and he was also 
arrested. A third suspect who is still at 
large is a security officer working for Guard 
Force International. The company has been 
inspected to understand their deployment 
of security officers; whether they were 
registered and properly trained. The Code of 
Conduct violations uncovered will form part 
of an internal investigation and are related 
to administrative issues. It was found that 
the security officer/handyman in question 
was registered with PSiRA, had been vetted 
and authorised to work at an NKP, and had 
the standard grade C plus armed response 
qualification.

 Some notable regulatory challenges that 
form part of the research findings are related 
to critical aspects of the AIT industry and 
the private security industry in general and 
require attention. For example, CIT officers 
who allegedly do CIT with paint ball guns or 
armed response PSCs that only provide an 
unarmed response service. The contractual 
tariff for the big three AIT providers in 
South Africa is a good indicator of the cost 
of compliance. 

 The big three PSCs in the AIT field retain 
their employees by paying them well and 
training them. The big three AIT providers 
hardly ever have issues of underpayment 
as they paid the correct wages.386 This is 
in stark contrast to smaller companies with 
no armoured vehicles, do not issue bullet-
proof vests and probably pay lower wages. 
One company disapproved of PSIRA’s poor 
management of its Cape Town offices and 
noted that standing in a queue for the 
whole day was not feasible and makes 
compliance cumbersome. During attempts 
to contact AIT providers it was discovered 
that the PSiRA database is a poor source 
of information. Numerous companies 
registered as doing AIT (had ticked the AIT 

box during registration) did not actually 
provide the service. Some attributed this 
to the cost, others to the risk and others 
were surprised that the system identified 
them as AIT operators as they had never 
even applied for this service. Information 
standards must be prioritised regarding 
registrations. 

16 The future of the AIT industry
 There were those who supported higher 

standards for the industry because they 
could afford it but there were those who 
said it would be a barrier to entry. The 
concern was that the latter would run 
to the Competition Commission and an 
investigation would likely lead to allegations 
of collusion between the top players.387 The 
issue of having non-marked vehicles was 
classified as security through obscurity.388 
This ‘man in the van approach’ was common 
in the rural areas where Tier 1 AIT providers 
would not profit from focusing their business 
there. However, smaller companies should 
ask themselves if they should be in the 
business at all if they were unable to 
meet the costs.389 Major players were not 
interested in moving small volumes.390 

 The AIT industry is a business of making 
money in a highly competitive environment 
with rivals pushing down their prices.391 

Showing profits is key to development and 
the vehicles used and the cross pavement 
carrier approach is influenced by the 
cost.392 In a tongue-in-cheek effort to 
highlight the competitive nature of the AIT 
industry, it was stated that it cost more to 
remove refuse from a home than it cost to 
transport cash.393 Price wars had made CIT 
less lucrative than before due to the under-
cutting that took place.394 

 This was exacerbated by the fact that there 
were only three main AIT service providers in 
the country all playing in the same space.395 

In the context of PSiRA’s mandate to foster 
transformation in the private security 
industry, more dialogue about how this can 
be made possible in a sector that is severely 

386 Botha. S, PSiRA Inspector, 25 August 2017.
387 Anonymous respondents 30 August 2017.
388 Ibid.
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constrained to a trio of conglomerates 
is necessary. If transformation is to be 
defined as the empowerment of women, 
their role in control room operations should 
be supported by a PSiRA certified training 
course.

 No simple answer exists for the conundrum 
that even though a security officer may 
empower himself by undergoing the AIT 
training, there are not enough jobs in the 
sector to accommodate a burgeoning 
segment of security officers becoming AIT 
qualified. The transient nature of the private 
security industry means that it is not 
necessary to enforce intensified training. 
Rather, this should be left to the discretion 
of the PSC based on their business model 
and resources. 

 An issue for consideration by PSiRA is 
whether, after internal consultative dialogue, 
making pronouncements on the various 
technical aspects of the AIT security service 
standards will enhance and strengthen 
PSiRA’s regulatory sphere. Are armoured 
vehicles, personnel protective gear, wages, 
or number of officers deployed operational 
issues the Authority can feasibly regulate? 
Investing time, financial and human 
resources specifically to the AIT industry 
will be needed to realise such an outcome. 
Developing PSiRA inspectors’ ability and 
knowledge of AIT would ideally form part of 
the Authority’s push to segment the private 
security industry into more manageable 
parts and contribute to strengthening the 
mandate of the Authority.

 The issue is that the CIT conundrum 
exists in a space wider than the regulatory 
environment and although a solution may 
come from the industry or from the banking 
or retail side, it may also create exorbitant 
costs elsewhere.396 If the number of CIT 
officers increased as has been suggested, 
this may lead to an increased number of 
cross pavement carrier attacks.397 Violent 
crime crosses the boundaries of PSiRA’s 
regulatory scope as the risk originates in 

unregulated retail and commercial entities. 
There is no one who looks at the risk that 
innocent bystanders face who could easily 
become collateral damage in a cross 
pavement carrier attack.

 SARB is seen as the golden key to develop 
standards and was criticised for not 
enforcing standards.398 There was a lot of 
focus on the SARB which in itself created 
strategic complexity.399 The Financial Sector 
Regulation Act of 2017 which was signed 
into law on 21 August 2017400 may usher in 
a new role for the SARB. The Act mandates 
the Reserve Bank to play a part in the 
protection of the financial system and the 
CIT system was a part of this. The emphasis 
here again is that the mandate of the SARB 
does not provide for any ‘steering’ role for 
the Bank in the CIT environment despite 
views from respondents. 

 The claim was made that there were 
companies that were performing CIT with 
an ambulance and that this should not 
be allowed. It was stated that what was 
needed was a change in the registration 
requirements for those who wanted to do 
AIT. It was deemed sufficient that the issue 
of using unmarked vehicles be left to the 
discretion of individual AIT providers. The 
long term focus for PSiRA and the industry 
should be concentrated on the safety of 
AIT officers, bearing in mind that this was 
easier for AIT than for CIT. It is not in the 
interests of PSiRA to allow standards to be 
compromised irrespective of the parallel 
mandate to ensure the advancement 
of South Africans’ who were previously 
disadvantaged. AIT should only be provided 
by service providers who met the minimum 
standards and this had to be determined by 
PSiRA as the governing body, as the SARB’s 
mandate does not allow this.401 

 The SABRIC-CIT forum was shrinking and 
despite the high risk there were banks that 
were using AIT providers whose PSiRA 
registration meant little in terms of adhering 
to AIT standards.402 Although Tier 1 AIT 
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providers do get attacked there are more 
attacks on smaller, more vulnerable 
companies.403 

 Perhaps if insurance companies linked 
premiums to the cash value being 
transported to vault standards this might 
have an impact.404 Currently the industry 
accepts the 1970s South African National 
Standard (SANS) for vaults because it is 
a very low standard.405 The SARB had 
adopted the European Union (EU) standard 
for vaults which is an outcome standard for 
certain tools over certain risks.406 Insurance 
companies do not push for a higher standard 
and they ought to.407 

 Regulating industries linked to the AIT 
industry were seen as essential to a safer 
operating environment and included the 
provision of polygraph tests, control room 
operators, and those responsible for the 
recovery of vehicles from allied service 
providers. The point was made that 
unfortunately when an AIT crew member 
or driver failed the polygraph test, labour 
unions were an ‘obstruction’ to the AIT 
company when relieving the employee of 
his duties. The Commission for Conciliation, 
Mediation and Arbitration (CCMA) needed 
specific information that was difficult to 
prove, although there was consensus 
that passing polygraph tests should be a 
standard.408 

 In the interest of adhering to labour laws 
it would not be prudent nor feasible to 
dismiss an employee, rather this individual 
should be ‘flagged’ and monitored more 
closely. The cost of vetting, screening and 
lifestyle checks in terms of recruitment was 
a huge cost to the AIT providers and it was 
remarked that profiling should start even 
before training. Vetting was needed for all, 
including managers and cleaners.409 

 It would be beneficial to have a round 
table discussion about issues affecting the 
industry. It was common knowledge that AIT 

participants all have the same goal; to make 
money, and it was never good to learn about 
heists even if it were on your competitor.410 
A round table discussion would be a way to 
acknowledge that not everybody can know 
everything.411 Clients do not use only one 
service provider and often utilise different 
AIT companies. If a stand was made about 
something, a competitor could pick it up 
and turn it into a business opportunity. The 
perception was that the piece of the pie was 
getting smaller.412 The view was held that 
90% of the market already had a service in 
place.413 

 A practical next step to be take is re-
examining the minimum standards 
applicable to smaller towns which could 
not afford the higher costs associated 
with higher standards. For the smaller AIT 
providers, the focus should be on adhering 
to health and safety standards and labour 
relations.414 This must be a requirement and 
made part of the regulations to safeguard 
against weak enforcement of labour laws by 
the Department of Labour. The workshop 
participants were of the view that they 
should be part of the sub-committee 
that would decide on the changes to the 
regulations.

 The risk was seen as the same for the 
retailer and the CIT provider, while the latter 
would ultimately fall to the bottom of the 
value chain.415 Retailers squeezed the CIT 
companies and this begged the question of 
where the money sits if the CIT provider 
was insured for up to seven hits.416 2017 
has seen a rise in CIT attacks and this may 
spur a renewed push to address industry 
standards. Various stakeholders and 
initiatives should be considered, including 
through the Consumer Goods Council and 
the Petroleum Security Initiative.417 

 One of the workshop participants admitted 
that it is unlikely that respondents to this 
study would willingly give confidential 
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information regarding their security 
standards. Information is highly sensitive 
and its disclosure is seen as a compromise 
of security concerns. Participants who 
took part in the workshop discussions 
were reluctant to engage in a debate on 
the proposed policy or make any policy 
suggestions, arguing that this should take 
place at a later stage and be limited to those 
aspects of the AIT enterprise that should be 
standardised. 

 There was consensus that the four main 
components of such a discussion should 
focus on vehicles, staff, equipment and 
auditing. There was also an admission that 
establishing minimum standards should be 
enforced. AIT providers would only describe 
functions without providing classification, 
which would to be limited to a ‘driver’ 
and ‘crew members’ irrespective of their 
function. This may present a challenge 
and points to the need for more technical 
expertise in enhancing regulations that are 
fit for purpose.

17 Recommendations
 The report has presented a picture of an 

industry characterised by a broad spectrum 
of quality specifications in the AIT services 
offered, ranging from advanced to woeful. 
This is underpinned by the lack of a defined 
set of standards and compounded by the 
high risk nature of the AIT industry. Based 
on the research findings, the following 
recommendations are made. 

17.1 Regulate vehicles and protective gear 
 Vehicles and bullet-proof vests must be 

included as part of PSiRA’s regulation 
and provision made for this in amended 
inspection reports. This has to be done in 
consultation with the industry.

17.2 Consult with stakeholders in the AIT 
industry 

 Develop credible standards for the number 
of AIT officers who should be deployed 
for the transportation of assets through 
meaningful dialogue with stakeholders. This 
should include considerations about the type 
of vaults/safes used. The insurance industry 
a critical determinant of the standards and 
practice in this industry and needs to be 

included. Importantly, the consultations 
should fundamentally determine which 
aspects of this proposal can be standardised 
in a practical manner.

17.3 Consult relevant parties to determine 
the future of training standards 

 Additional training over and above the 
PSiRA requirements for AIT operatives is 
expected by the PSC. The industry should 
be consulted in order to determine if it would 
be feasible to make specialised practical 
training compulsory. 

17.4 Transformation for women in the AIT 
industry 

 More dialogue about how this could be made 
possible in a sector that is constrained 
to a trio of conglomerates is necessary. 
For transformation to be defined as the 
empowerment of women, their role in control 
room operations should be supported by a 
PSiRA certified training course.

17.5 Develop and enforce appropriate 
standards of service

 Definition of specific standards for the AIT 
industry is critical from the Authority’s point 
of view to ensure quality security services 
and a reputable regulatory environment. 
This should be done in line with the 
segmentation agenda to enable PSiRA’s 
inspectorate to focus on sector specific 
standards, and should include consultation 
with the industry and technical experts to 
enhance regulations.

17.6 Empower inspectorate in terms of 
numbers, approach and training

 In line with the segmented approach, the 
number of inspectors should be increased or 
campaigns that concentrate on each sector 
for a sustained period of time are needed to 
address the shortage of manpower. Training 
for inspector’s should follow developments 
in standards for the AIT industry.

17.7 Streamline services and infrastructure 
for better service delivery

 PSiRA must move its administrative 
processes into the digital age as soon as 
possible. This would allow online registration 
and renewals and curtail repeated criticism 
that PSiRA is not user friendly.
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17.8 Re-registration of the entire private 
security industry 

 PSiRA should invest and plan for a re-
registration drive for the entire private 
security industry. This would allow the 
Authority to enter into a new phase of 
regulatory prominence. 

17.9 Reporting on deaths of AIT officers 
 PSiRA should have credible records of 

the risks associated with the AIT industry 
specifically, and the private security industry 
as a whole. AIT service providers must be 
required to report to PSiRA on deaths and 
injuries that occur in the line of duty.

17.10 Increased awareness 
 PSiRA should increase society’s awareness 

of the role it plays in regulating the private 
security industry. This would enable the 
Authority to articulate to private security 
services consumers the benefits of 
contracting a PSiRA registered service 
provider. 

18 Conclusion
 The economy of the country is heavily 

dependent on the transportation of valuable 
assets, cash in particular, and relies on 
AIT security service providers. As a result, 
the flow of valuable assets and their 
transportation is a lucrative and at times 
dangerous element in South African society. 
The AIT sector is unique in a number of 
ways as the South African Police Service 
(SAPS) has no responsibility nor capacity to 
perform this security service and thus it is 
the sole responsibility of the private security 
industry. 

 The industry is characterised by those that 
support higher standards for the industry 
because they can afford it, but there were 
those that see these very high standards as 
a barrier to entry. The AIT sector is limited to 
a few big private security companies (PSCs) 
who are able to meet the costs associated 
with training, high quality standards and 
compliance. The asset and/or cash value 
being moved determines the levels of risk 

which are segmented and are linked to the 
levels of security. Violent crime crosses 
the boundaries of PSiRA’s regulatory scope 
as the risk originates in the retail and 
commercial entities that are not regulated.

 A key issue is that the CIT conundrum exists 
in a space wider than PSiRA’s regulatory 
environment, and although a solution may 
come from the industry or from the banking 
or retail side, it may also create exorbitant 
costs elsewhere. The report demonstrates 
that the industry needs implementable 
changes supported by multi-sector 
commitment and robust engagement.

 The big three PSCs require more resources 
to carry out their AIT mandate which entails 
acquiring the appropriate vehicles, more 
people deployed in a vehicle and perhaps 
also in the vicinity. Smaller companies are 
able to get away with fewer resources by 
using a regular vehicle that is unmarked and 
has the advantage of being inconspicuous. 
The gap is glaring as far as coordination and 
legislation is concerned and this exposed 
PSiRA to be wanting in terms of allowing 
two extremes to exist in the AIT sector. 
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